When the component is updated to java 1.7_51 from java 1.7_45, component is blocked by the
enhaced security settings of newer version.

™

Application Blocked [==]

Application Blocked by Security Settings 6

Your security settings have blocked a self-signed application from running

Lo

Application Blocked for Security (==

The application cannot be run. E’%

Name: JSignApplet
Location: htip://esigndemo.atc.tcs.co.in

Reason: Your security settings have blocked a self-signed application from running

[ OK ][ More Information... ]




Below is one of the solution to resolve the above issue using Java 1.7 update 51 which is
suggested by Oracle site.

Please follow the below steps to make the component working :

1. Open Control Panel-> Java -> Security tab.

| ) Java Control Panel = e
....................... :

i Generali| Update

About
View version information about Java Control Panel.
Network Settings

Network settings are used when making Internet connections. By default, Java will use the network
settings in your web browser, Only advanced users should modify these settings.

| Network Settings...

Temporary Internet Files

Files you use in Java applications are stored in a spedial folder for quick execution later. Only
advanced users should delete files or modify these settings.

[Setﬁngs... ][ View... ]

Java in the browser is enabled.  See the Security tab

o] o] [ oot




2. Select "Edit list" in the security tab.

@J Java Control Panel
| General | Update | Java | Security | Advanced

l=ll® =]

Enable Java content in the browser
Security Level

Iﬂl Very High

[ High (minimum recommended)

Medium
Java applications identified by a certificate from a trusted authority will be allowed to run.

Exception Site List
Applications launched from the sites listed below will be allowed to run after the appropriate

security prompts.
| Edit Site ustj

Click Edit Site List...
Restore Security Prompts | | Manage Certificates... |

to add items to this list.

(o< ][ cancel ][ oy |




3. Add your URL to the Exception list by clicking "Add".

| £ Exception Site List
Applications launched from the sites listed below will be allowed to run after the appropriate security
prompts.
Click Add to add:an item to this list
g —
“J FILE and HTTP protocols are considered a security risk.
We recommend using HTTPS sites where available.
[ ok ][ concel |

4. Enter your Main site URL where you have integrated FormSigner 7 applet in the Location and
Click on "OK"

~ N\
| £ Exception Site List [ =]
Applications launched from the sites listed below will be allowed to run after the appropriate security
prompts.
Location
map://esigndemo.atc.tcs.co.in/FormSigner 7 Demo SHA2/Login.jsp |
[ Add ] [ Remove ]
Uh FILE and HTTP protocols are considered a security risk.
We recommend using HTTPS sites where available.
| O
(_x )




5.Your URL is added to the Exception site list and click "Apply" and "Ok" buttons.

| General | Update | Java | Security | Advanced

Enable Java content in the browser

Security Level
lﬂl > Very High

High (minimum recommended)

Medium

Most secure setting - Only Java applications identified by a non-expired certificate from a trusted
authority will be allowed to run.

Exception Site List
Applications launched from the sites listed below will be allowed to run after the appropriate
security prompts.
http: //esigndemo.atc. tcs.co.in/FormSigner_7_Dem...

=l Edit Site List... i

| Restore Security Prompts | | Manage Certificates... |
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6. Clear Java Cache memory, by selecting General tab and then select "Settings".

[ Java Control Panel [=e =

(Eenera| Nupdate | Java | Security | Advanced |
N

About

View version information about Java Control Panel.

Network Settings

Network settings are used when making Internet connections. By default, Java will use the network
settings in your web browser, Only advanced users should modify these settings.

[ Network Settings...

Temporary Internet Files

Files you use in Java applications are stored in a spedial folder for quick execution later. Only

advanced users should delete files or modify these settings.
( Settings... b View...

Java in the browser is enabled. See the Security tab

[ ok || cancel } Apply

7. Select "Delete Files" to remove the cache.



Temporary Files Settings 5[

[¥ keep temparary files on my computer.;

~Location

Select the location where temparary files are kept:

vdministrator \AppDataLocallow\sunJava'\Deploymentcache Change... |

~Disk Space
Select the compression level for JAR files:

Set the amount of disk space for storing temporary files:

INnnE j
I 32763 52 ME

Delete Files... Restore Defaults |

oK I Cancel |

8. Select all checkboxes and click "Ok".

Delete Files and Applications x|

~
i f 2 Delete the following files?

[+ Trace and Log Files

v Cached Applications and Applets

[+ Installed Applications and Applets

o]

Cancel

Running your Component:

1. Clear Browser Cache and run your URL.

2. Before Applet is loaded you will be alerted with the following message.




w

VSecu rity Warning @

Do you want to run this application?

/ ' Publisher: UNKNOWN
(L Location: http://esigndemo.atc. tcs.co.in
Running this application may be a security risk
Risk: This application will run with unrestricted access which may put your computer and personal
information at risk. The information provided is unreliable or unknown so it is recommended not to
run this application unless you are familiar with its source
More Information

Select the box below, then click Run to start the application

[ 1 accept the risk and want to run this application.: Run

Check the option and run the application.
If you do not want to show Publisher as "UNKNOWN",user needs to add code signing
certificate issuer certificate into java control panel.

You can check Trouble shooting guide for FormSigner 7 to know the process how to add
into java control panel.



